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The iron-oxidizing bacteria (IOB) promoted corrosion. However, when iron-reducing bacteria (IRB) and nitrate-reducing bacteria (NRB) became the main bacteria in biofilm, they could
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induce iron redox cycling in corrosion process. This process enhanced the precipitation of
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iron oxides and formation of more Fe3 O4 in corrosion scales, which inhibited corrosion ef-
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fectively. Therefore, the IRB and NRB in the biofilm can reduce iron release and red water

Red water

occurrence. Moreover, there are many opportunistic pathogens in biofilm of DWDSs. The

Opportunistic pathogens

opportunistic pathogens growth in DWDSs related to the bacterial community changes due

Drinking water distribution systems

to the effects of micropollutants. Micropollutants increased the number of bacteria with antibiotic resistance genes (ARGs). Furthermore, extracellular polymeric substances (EPS) production was increased by the antibiotic resistant bacteria, leading to greater bacterial aggregation and adsorption, increasing the chlorine-resistance capability, which was responsible
for the enhancement of the particle-associated opportunistic pathogens in DWDSs. Moreover, O3 -biological activated carbon filtration-UV-Cl2 treatment could be used to control the
iron release, red water occurrence and opportunistic pathogens growth in DWDSs.
© 2021 The Research Center for Eco-Environmental Sciences, Chinese Academy of
Sciences. Published by Elsevier B.V.

Introduction
Supply of safe drinking water is very important to public
health (Wang et al., 2013). Although the finished water of the
drinking water treatment plants (DWTPs) meets drinking wa∗
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ter standards, the water quality may undergo greatly changes
when the water transports through the distribution system to
the use point. In particular, when cast iron pipes are still used
in the drinking water distribution systems (DWDSs), the corrosion scales may detach into the water when the water source
switches or the flow rate increases. These corrosion scales can
adversely affect water quality during distribution, with consequences such as: (1) “red water” that is produced when iron is
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released from corrosion scales, (2) a high demand for chlorine,
and (3) biofilm growth (Sarin et al., 2001, 2004).
In the past several years, many serious red water cases
occurred in the United States due to source water switch
(Imran et al., 2005; Brodeur et al., 2006). Red water also appeared in some areas of China because of replacing source water (Yang et al., 2012). Studies have indicated that the structure
and composition of corrosion scales played important roles
in changes of the water quality in DWDSs (Yang et al., 2012).
Moreover, biofilm played great roles on the corrosion scales
formation (Wang et al., 2012a). Therefore, biofilm may affect
the red water occurrence when the water source switch. In
this review, we will elaborate our studies about the effects of
biofilm on the corrosion scales formation and red water occurrence.
When the corrosion scales detached into the water,
the biofilm also detached from the corrosion scales, inducing the bacterial concentration in the water increase.
Li et al. (2010) have found that the iron-oxidizing bacteria (IRB),
such as Gallionella spp. increased seriously. Besides IRB, many
opportunistic pathogens, such as Legionella pneumophila, were
found in tap water when red water occurred in Flint, Michigan
(Rhoads et al., 2017). Opportunistic pathogens possess many
characteristics to form biofilm, including oligotrophy, resistance to disinfection and slow growth rates (Wang et al., 2013;
Taylor et al., 2009). Opportunistic pathogens in drinking water systems have been recognized by the Center for Disease
Control as a leading source of disease outbreaks (Garner et al.,
2019). Estimated incidence of Legionnaires’ disease is increasing at 5% per year, and mycobacterial infections are increasing
at 8–10% in the U.S. (Falkinham III, 2015).
Wang et al. (2012b) studied the effects of disinfectant, water age and pipe material on occurrence and persistence of opportunistic pathogens. Because the micropollutants in source
water cannot be removed effectively through conventional
treatment processes, trace levels of these micropollutants
have been detected in finished drinking water and tap water
(Han et al., 2010; Jia et al., 2015).
Therefore, the objective of this review is to summarize the
potential microbiological risk in DWDSs, including red water
and opportunistic pathogens, and give the control methods,
to maintain the water quality in DWDSs.

1.

Red water occurrence

1.1.
Effects of iron-oxidizing and reducing bacteria on the
red water occurrence
1.1.1.

Corrosion scales structure and composition

Corrosion can destroy the pipes, support biofilm growth, and
produce suspensions of iron particles that give drinking water a red, or yellow color (Sarin et al., 2004). Unlined iron
corrosion scales include goethite (α-FeOOH), lepidocrocite (γ FeOOH), magnetite (Fe3 O4 ), ferrous hydroxide (Fe(OH)2 ), ferric hydroxide (Fe(OH)3 ), siderite (FeCO3 ) and hematite (αFe2 O3 ) (Sarin et al., 2004). In addition, other products were
also observed in some corrosion scales, such as maghemite
(γ -Fe2 O3 ), calcite (CaCO3 ), quartz (SiO2 ), troilite (FeS), domomite (CaMg(CO3 )2 ), hydroxyapatite (Ca5 (PO4 )3 OH), ferrihy-
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Fig. 1 – The mechanism for the corrosion inhibition by
biofilm in cast iron pipes (IOB: iron-oxidizing bacteria, IRB:
iron-reducing bacteria).

drite (5Fe2 O3 • 9H2 O) and green rusts (Fe4 II Fe2 III (OH)12 (CO3 ))
(Teng et al., 2008; Peng et al., 2010).
Yang et al. (2012) have found that unstable and less protective corrosion scale was one of the main factors causing “discolored water” issues when quality of water entering into distribution system changed significantly. The corrosion scales in pipes transporting surface water were thick
and densely distributed corrosion tubercles, with much higher
magnetite/goethite (M/G, >1), while, thin corrosion scales
with much lower M/G ratio were found in pipes transporting
ground water (Yang et al., 2012). The thin corrosion scales with
lower M/G ratio were unstable and less protective, which easily causing “discolored water” issues. Therefore, the structure
and composition of corrosion scales played great roles on the
red water occurrence.

1.1.2.

Effects of iron-oxidizing and reducing bacteria

Biofilm were reported to contribute to the formation of corrosion cells on metal surfaces due to the growth of microorganisms (Starosvetsky et al., 2001). The main types of bacteria
associated with metals in terrestrial and aquatic habitats are
sulfate-reducing bacteria (SRB) and iron-oxidizing/reducing
bacteria (IOB/IRB) (Teng et al., 2008). Li et al. (2010) have found
many IOB in red water. However, other reports suggest that
biofilm can protect metal from corrosion under specific conditions (Zuo et al., 2005). The main mechanism of corrosion inhibition is developed at metal surfaces when the extracellular
polymeric substances (EPS) of the biofilm impede the dissolution of Fe2+ corrosion products (Videla and Herrera, 2009).
We have studied the effects of IOB and IRB on the corrosion
scales formation and the red water occurrence (Wang et al.,
2012a). Fig. 1 showsthe mechanism for the corrosion inhibition
by biofilm in cast iron pipes. Our results verified that both disinfectants and biofilm can substantially affect iron corrosion
as well as the structure, composition, and morphology of corrosion scales. At the primary stage, the bacteria that formed
on the biofilm of corrosion scales were identified as the IRB
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Shewanella sp., the IOB Sediminibacterium sp., and the sulfuroxidizing bacteria (SOB) Limnobacter thioxidans strain. During
this period, these corrosion-inducing bacteria promoted iron
corrosion via synergistic interactions between the bacterial
cells and their metabolites. With the formation of protective
layers, α-FeOOH and Fe3 O4 comprised the predominant phase
in the corrosion scales. The biomass and diversity of corrosion bacteria decreased, and the corrosion related bacteria
within the biofilm on the corrosion scales were identified as
the IOB Sediminibacterium sp. and Acidovorax sp., and the IRBs
Shewanella sp. and Thermomonas fusca. While anaerobic IRB became the predominant corrosion bacteria, the synergistic interaction between the IRB and IOB with the corrosion product
inhibited further corrosion. This also decreased the iron release and red water occurrence during water source switch

1.1.3.

Control red water occurrence by UV-chlorine disinfection

From our study, we indicated that adjusting the bacterial community could inhibit iron release and corrosion. Disinfection is
a good method to change the bacterial community. The bacterial community was different in DWDSs due to different disinfection and pipe materials (Wang et al., 2012c). Therefore, we
studied different disinfection method to control iron release
and red water occurrence. We found that loose corrosion products were formed in DWDSs with chlorine disinfection, while
dense crystallized particles were formed in DWDSs with chloramines disinfection (Li et al., 2014).
Moreover, UV-chlorine disinfection method was studied
to control the red water occurrence (Wang et al., 2014a).
In DWDSs delivering water disinfected with chlorine alone,
IOB Sediminibacterium salmoneum and IRB uncultured Geobacter sp. were the predominant bacteria in biofilm. In DWDSs
delivering water disinfected with sequential UV and chlorine,
the main corrosion-related bacteria, which appeared on the
biofilm, were IOB Acidovorax defluvii and IRB uncultured Rhodoferax sp. and uncultured Geobacter sp. IOB S. salmoneum has
stronger oxidability for Fe(II) and Fe(0) than IOB A. defluvii.
When the influents changed, the Larson Index of influents increased from 3.48 to 4.49. To maintain electroneutrality
within the scale, anions in bulk water diffused into the scale to
coordinate cations enhancing iron release, resulting in higher
total iron concentration and turbidity in effluents. In DWDSs
delivering water disinfected with chlorine alone, the released
Fe(III) was reduced to Fe(II) by one kind IRB bacteria uncultured Geobacter sp., and the resulted Fe2+ ions were oxidized
by IOB bacteria S. salmoneum respiration and dissolved oxygen.
Consequently, depletion of oxygen was smaller due to the predominant contribution of IOB bacteria S. salmoneum to oxidizing Fe(II), resulting in a lower corrosion inhibition. In DWDSs
delivering water disinfected with sequential UV and chlorine,
released Fe(III) was reduced to Fe(II) by IRB uncultured Rhodoferax sp. and uncultured Geobacter sp. respiration. Fe2+ ions in
bulk water were oxidized to Fe(III) by oxygen and IOB A. defluvii, forming iron oxide, reducing any oxygen diffusing into cast
iron coupons. As a result, more dissolved oxygen was depleted
because Fe(II) was not the sole electron donor for respiration of
IOB A. defluvii. Corrosion and iron release were therefore more
inhibited. All those results indicated that UV-chlorine disinfection could inhibit corrosion and red water occurrence effectively.

1.2.
Influence of nitrate-reducing bacteria on corrosion
scales formation
1.2.1.

Microbial redox cycling of iron

From the above analysis, we know that iron-oxidizing and reducing bacteria played important roles on the corrosion scales
formation. Besides these two corrosion related bacteria, we
also found that nitrate-reducing bacteria (NRB) were predominant (with a content of 24.2%) with fewer IOB in the biofilm
attached to the more stable corrosion scales composed of αFeOOH and Fe3 O4 in pipes (Li et al., 2016). However, α-FeOOH
was the main composition of less stable corrosion scales, and
the content of NRB (12%) was less in the biofilm. Therefore,
NRB may also play important roles in the corrosion scales formation.
In order to know the roles of NRB, bacterial characteristics in corrosion products and their effect on the formation
of stable corrosion scales on surface of cast iron coupons
in DWDSs were studied, with sterile water acting as a reference (Wang et al., 2014b). Different corrosion-related bacteria appeared in the corrosion scales with different corrosion
time. At primary period, both Acidovorax and Hydrogenophaga
were dominant. Acidovorax was nitrate-dependent Fe(II) oxidizing bacteria, and its respiration resulted in promotion of
corrosion and the precipitation of Fe(III) oxides (Muehe et al.,
2009), while Hydrogenophaga could induce corrosion by hydrogen consuming (Videla and Herrera, 2009). Therefore, the
two bacteria increased corrosion and precipitation of iron oxides at this period, leading to lower iron release. However, after this period, the main corrosion-related bacteria in corrosion products became Dechloromonas (37.20%). It has been reported that when NO3 − concentration in water was less than
31 mg/L, the oxidation and reduction of iron occurred simultaneously by the respiration of Dechloromonas, resulting in Fe3 O4
formation (Coby et al., 2011). The NO3 − concentration was
less than 10 mg/L in the drinking water which was used in
our study. At this condition, the cycling of Fe(II)/Fe(III) were
driven by Dechloromonas respiration, enhancing the consumption of oxygen, precipitation of iron oxide and the formation
of Fe3 O4 in corrosion scales, causing more compact corrosion
scales formation and higher corrosion inhibition. With the
corrosion scales becoming more compact, the number of ironrespiring bacteria including Rhodobacter (IRB), Rhodomicrobium
(IOB) and Sediminibacterium (IOB) increased. The respiration of
these iron-respiring bacteria could induce corrosion inhibition
by the reduction of ferric ions to ferrous ions and consumption of oxygen, which also contributed to iron redox cycling
(Dubiel et al., 2002). Therefore, with increasing stability of the
protective layer, the diversity of bacteria related to iron redox
cycling increased, the bacterial combined action accelerated
the dense corrosion scales formation and maintained protective layer stability, inhibiting iron release and red water occurrence.

1.2.2.

Effects of nitrate concentration on the function of NRB

NRB has the denitrifying function inducing nitration reduction and iron oxidation, moreover, NRB can also induce the
redox reaction of iron when the nitration concentration was
appropriate, which can reduce the Fe(III) (Coby et al., 2011;
Wang et al., 2014b). We used the surface water and ground
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Fig. 2 – The corrosion process inducing by nitrate-reducing bacteria (NRB) with different nitrate concentration.

water to do experiment and found that the concentration of
NO3 − -N was 0.5–2.5 mg/L in surface water and 5.0–8.0 mg/L
in ground water. In pipes transporting ground water, the main
composition of corrosion scales was α-FeOOH, while, in pipes
transporting surface water, the main composition of corrosion
scales was α-FeOOH and Fe3 O4 (Li et al., 2015). Moreover, with
formation of the corrosion layer, the dominant corrosion related bacteria were IOB (30.1%), IRB (12.4%) and NRB (20%) in
biofilm of pipes transporting ground water. However, the dominant corrosion related bacteria were NRB (64.7%) in biofilm
of pipes transporting surface water. Therefore, the concentration of nitrate may affect the abundance of IRB, IOB and
NRB.
In order to know the different corrosion processes occurring in DWDSs under different nitrate concentrations, the
nitrate-reducing bacterium Dechloromonas hortensis was used
(Wang et al., 2015a). Fig. 2 shows the different corrosion
processes induced by NRB with different nitrate concentrations. The results indicated that respiration by the nitratereducing bacterium D. hortensis could induce the redox cycling of Fe(II)/Fe(III) and Fe/N in simulated DWDSs with different nitrate concentrations. This influenced the corrosion rate
of cast iron coupons and the formation of corrosion scales.
The corrosion rate and quantity of iron released was lower
in the water with bacteria than in sterile water. In the water
with 1–3 mg/L initial NO3 − -N, the corrosion process mainly
involved Fe(II)/Fe(III) cycling. Therefore, the content of Fe3 O4
was the highest in the corrosion scales, resulting in the lowest corrosion rate and quantity of iron released. In the water with 6–8 mg/L initial NO3 − -N, the corrosion process involved both Fe(II)/Fe(III) and Fe/N redox cycling. Fe/N redox
activity induced lower Fe3 O4 content in the corrosion scales,
resulting in an increase in the corrosion rate and the quantity of iron released. With much higher initial NO3 − -N, the microbial Fe/N cycling became the main corrosion process. The
nitrate-dependent Fe(II)-oxidation resulted in more α-FeOOH
formation, and no Fe3 O4 was detected in this condition, leading to the highest corrosion rate and iron release among
treatments with bacteria. The redox cycling of Fe(II)/Fe(III)
driven by the bacterium D. hortensis was favourable for bacteria
growth and for the formation of more stable corrosion scales
in the DWDSs. Moreover, we have investigated eight cities in
north of China, and the results also indicated that NRB could
induce iron redox cycling to inhibit iron release and red water
occurrence (Wang et al., 2017a).

Fig. 3 – Opportunistic pathogens growth in drinking water
distribution systems due to bacterial community changes
inducing by micropollutants.

1.2.3. Adjusting the function of nitrate-reducing bacteria by
UV-chlorine
NRB could play different roles in different nitrate concentrations. However, it is difficult to remove the nitrate in DWTPs to
induce the microbial redox cycling of iron by NRB. We found
that ozone and biological activated carbon treatment could
promote NRB growth through limiting the heterotrophic bacteria growth due to the removal of NOM (Xing et al., 2018).
Moreover, we could adjust the function of NRB by changing
the bacterial community composition using UV-chlorine disinfection (Zhu et al., 2014). Our results indicated that the corrosion occurred faster and was more rapidly inhibited to form
more stable protective layer in DWDSs with UV-chlorine disinfection than that DWDSs with chlorine disinfection alone. UVchlorine enhanced denitrifying functional bacterial advantage
in the biofilm of corrosion scales. The NRB Dechloromonas was
the main corrosion inhibition bacteria in the DWDSs with UVchlorine disinfection. Its metabolism induced Fe(II)/Fe(III) redox cycling to increase the precipitation of iron oxides and
Fe3 O4 formation. Therefore, this process enhanced the stability of corrosion scales and inhibited the iron release when the
water source switch. However, the dominant NRB in DWDSs
with chlorine disinfection alone was Sphingomonas and Brucella. These bacteria could also inhibit corrosion by producing siderophores to capture iron, but lead slower corrosion inhibition. Therefore, UV-chlorine disinfection can promote the
stable corrosion scales formation and inhibit iron release by
changing the bacterial community composition to adjust the
function of NRB.
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2.

Opportunistic pathogens risks

2.1.

Interaction between micropollutants and bacteria

Chlorine disinfection has been used in DWTPs for more
than 100 years. Chlorine can react with natural organic matter (NOM) to form disinfection byproducts (DBPs). However,
our study found that UV-chlorine disinfection can change
the DBPs formation (Wang et al., 2015b). UV disinfection removed the aromatic, methyl and guaiacyl lignin groups of
the humic acid, but increased the phenolic hydroxyl groups
of fulvic acid. Therefore, UV-chlorine disinfection decreased
the trichloromethane formation, but enhanced the formation
dichloroacetic acid. UV can not only change the NOM structure, UV-chlorine disinfection but also can change the bacterial community composition, affecting the corrosion process.
The changed corrosion process affected the removal of DBPs,
because corrosion rate and corrosion scales composition related with the removal of DBPs (Wang et al., 2017b). The higher
bacterial regrowth and corrosion rate caused the higher removal of DBPs due to the higher removal of organic matter.
Besides DBPs, many micropollutants, such as antibiotics,
were always found in tap water in ng/L level (Johnson et al.,
2015). In DWDSs, these micropollutants would react with
chlorine, and they could also be transformed by the bacteria in biofilm. Our study indicated the interaction between
ciprofloxacin and bacteria in biofilm (Wang et al., 2017c). Our
results suggested that the chlorine and bacteria played synergistic effects on transformation of ciprofloxacin in DWDSs,
contributing to the obvious decrease of genotoxicity in effluents. However, this process also increased the number of Hyphomicrobium, Sphingomonas and Novosphingobium with the increase of antibiotic resistance genes (ARGs), such as mexA,
qnrA, qnrB and qnrS. Therefore, the biotransformation and
biodegradation of micropollutants also changed the bacterial
community composition in biofilm of DWDSs.

2.2.
Opportunistic pathogens growth due to changes of
bacterial community
DWDSs are the good habitats for the opportunistic pathogens.
Opportunistic pathogens are very harmful for people’s health.
They are also one part of the bacterial community (Wang et al.,
2019a). Therefore, it is necessary to know the opportunistic
pathogens growth in DWDSs due to the changes of bacterial
community.
From above analysis, we know that the interaction between
micropollutants and bacteria also changed the bacterial community. Moreover, we studied the response of microorganisms to two different micropollutants, and the opportunistic
pathogens occurrence in DWDSs (Wang et al., 2019b, 2018a).
In free-living bacterial communities, the relative abundance
of bacterial genus Bdellovibrio increased in DWDSs with sulfadiazine/ciprofloxacin (p < 0.05). In particle-associated bacterial communities, the relative abundance of Hyphomicrobium also increased in DWDSs with sulfadiazine/ciprofloxacin
(p < 0.05). Meanwhile, the relative abundance of bacterial
genus Bdellovibrio correlated with ARGs sul1, sul2 and sul3 very
well (r > 0.94, p < 0.05), while, the bacterial genera Hyphomicro-

bium correlated with mexA and int1 very well (r > 0.72, p < 0.05).
The microorganism in biofilm also showed the same changes
when the micropollutants appeared in DWDSs (Wang et al.,
2019b). Therefore, micropollutants induced the microorganisms with ARGs growth in DWDSs.
Fig.3 shows the mechanism for opportunistic pathogens
growth in DWDSs due to the changes of bacterial community
inducing by the micropollutants (Wang et al., 2018a). EPS production was increased by the antibiotic resistant bacteria resulting from the effects of micropollutants, such as antibiotics
sulfadiazine/ciprofloxacin. The combined effects of micropollutants induced the greatest increase of EPS production in
DWDSs. Furthermore, the EPS with higher contents of proteins
and secondary structure β-sheet lead to greater bacterial aggregation and adsorption, resulting in the formation of larger
suspended particles. Therefore, the chlorine-resistance capability of particle-associated opportunistic pathogens was enhanced, which was responsible for the increase of the particleassociated opportunistic pathogens in the effluents of DWDSs.
Opportunistic pathogens including Pseudomonas aeruginosa,
Legionella pneumophila, and Mycobacteria avium increased obviously in the bulk water of DWDSs with micropollutants.

2.3.
Control the risks of opportunistic pathogens in
DWDSs
Removal of NOM and disinfection are the good methods to
control bacterial growth in DWDSs. In one year survey of opportunistic premise plumbing pathogens in tap water of one
northern city of China, we found that Legionella spp. and Mycobacterium spp. were 100% (44/44) positively detected, while
P. aeruginosa and Aeromonas spp. were 79.5% (35/44) and 77.2%
(34/44) positively detected (Liu et al., 2018). In this survey, we
also found that there was no significant correlation between
opportunistic pathogens and NOM, but disinfectant was an
important factor to control opportunistic pathogens.
However, in bench scale test, we found that ozone oxidation could inactivate the opportunistic pathogens, and BAC
filter may act as a “battlefield” suppressing the opportunistic
pathogens growth through microbial competition (Wang et al.,
2018b; Liu et al., 2019a). Therefore, O3 -BAC–Cl2 could control
opportunistic pathogens growth. Moreover, UV-chlorine disinfection could control the opportunistic pathogens in water of
DWDSs, although it didn’t inactivate opportunistic pathogens
in biofilm (Liu et al., 2019b). Therefore, O3 -BAC-UV-Cl2 could
control opportunistic pathogens growth in DWDSs.

3.

Outlook

Many problems in DWDSs are caused by microbe, such
as biofilm formation, biocorrosion and the opportunistic
pathogens growth. More iron release from corrosion products
in DWDSs may induce red water. Our studies indicated that
biofilm played great roles on the corrosion process. The IRB
and NRB exhibited the stronger corrosion inhibition by inducing the redox cycling of iron to promote the formation of
Fe3 O4 . Moreover, there are many opportunistic pathogens in
biofilm of DWDSs. The opportunistic pathogens growth related to the bacterial community composition. Meanwhile,
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large numbers of suspended particles increased the chlorineresistance capability of bacteria, which was responsible for
the enhancement of the particle-associated opportunistic
pathogens in bulk water of DWDSs. We found that O3 -BACUV-Cl2 treatment could be used to control the iron release,
red water occurrence and opportunistic pathogens growth in
DWDSs by removal of NOM and changing the bacterial community composition. However, the control of red water occurrence and opportunistic pathogens growth in DWDSs is a critical public health goal. Therefore, more attention should be
paid to the mechanism of red water occurrence and the control method, especially in premise plumbing, because many
cases were occurred in tap water of different neighbourhood.
Future studies should also include the effects of particles and
micropollutants on the biofilm formation in DWDSs, in particular the opportunistic pathogens, in order to found the safety
method to control the opportunistic pathogens risks.
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